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CONSUMER PROTECTION

The OAG is authorized by many
statutes to protect consumers.

ﬁprovement

Home
Contracts Act

N Deceptive Consumer
7. Sales Act

Nonprofits

Q Anti-Trust

Home Solicitation
Sales Act
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DCSA Cases:
Work promised but not started or completed
Unfair terms – payment, timeline, condition of goods/service
Consumer Transaction: disposition of an item of personal/real property or a service for purposes that are primarily personal, familial, charitable, agricultural, or household
Business-to-Business transactions
Senior Consumers – at least 60
Sponsorship, approval, performance, characteristics, uses, benefits

HICA:
Storm Chasers, Roofs, Driveways/Concrete
Any alteration, repair, replacement, reconstruction or modification of residential property
Contract requirements – more details in Homeowner Protection section

HSSA: door to door sales, magazines, pest control
Anti-Trust: competition, drug prices, price fixing
Nonprofits: embezzlement, using charitable money for personal gain




Persons 60 or over

Obtains control of senior’s
financial assets through
deception or intimidation

lllegally uses a senior’s assets
or resources
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SCPA:
Purpose is to protect senior consumers from financial exploitation from persons, who by deception or intimidation, obtain control over the property or assets of a senior consumer.
Includes breach of fiduciary duty, fraud, intimidation, extortion.
Intimidation includes withholding care to obtain financial gain from senior
Extra penalties if perpetrator is someone with a “position of trust and confidence”, which includes relatives, roommates, anyone with legal power of attorney, financial advisors, paid or  unpaid caregivers.

IC 24-4.6-6-4 Financial exploitation of a senior consumer
     Sec. 4. (a) A person commits financial exploitation of a senior consumer when the person knowingly and by deception or intimidation obtains control over the property of a senior consumer or illegally uses the assets or resources of a senior consumer.
     (b) The illegal use of the assets or resources of a senior consumer includes, but is not limited to, the misappropriation of those assets or resources by undue influence, breach of a fiduciary relationship, fraud, deception, extortion, intimidation, or use of the assets or resources contrary to law.
     (c) Nothing in this section shall be construed to impose civil liability on a person who has made a good faith effort to assist a senior consumer in the management of the senior consumer's property, but through no fault of the person has been unable to provide such assistance.
     (d) It is not a defense in an action under this chapter that a person reasonably believed that the victim was not a senior consumer.

State v. High Mountain Antiques & Estate Sales LLC,, 11D01-1903-MI-000204 - The State alleged the Defendants contracted with consumers to conduct estate or consignment sales and then failed to pay consumers their portion of the proceeds of the sales; resulted in a default judgment; would take possession of consumers’ household property and sell it at estate sale, promised certain dollar amount, return unsold, remit portion of sales, in reality, kept all proceeds, kept unsold property

State v. Patsy and Mario Liali, 34D01-1902-PL-000554 - The State alleged the Defendants engaged in a scheme to deceive and exploit a senior consumer by using false representations to take over $134,000 from the senior consumer; Default Judgment entered July 29, 2019; they would represent to the senior consumer that they needed money to pay for educational loans, make fake emails from loan servicers, from school

State v. Pierre O’Hara, 49D05-1906-PL-024768 - State alleged that Defendant contracted to paint farm buildings for senior consumers and then either did not complete the work or did not complete the work as agreed; resurfacing driveways, any work done was with substandard materials, all of our consumers were senior consumers) – Default judgment

State v. Frank Eversole, Jr., doing business as Professional Plus Tree Service, 49D12-1908-PL-031665 - The State alleged that the Defendant repeatedly entered into contracts with consumers, including senior consumers, to perform home remodeling, roof repair, and tree removal and then failed to complete the work as agreed; case pending)

State v. Bryan K. Heim, doing business as Heim Contracting, Inc., 49D03-1908-PL-031664, The State alleged the Defendant performed work for a senior consumer without authorization and the work that was completed was insufficient to address the consumer’s roofing issue; case pending)
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OFFERS THAT TARGET SENIORS
Perpetrators may seek out senior consumers with a number of scams such as:
The solicitation of home improvements, medical devices and other services and products;
Telemarketing and mail fraud targeting the elderly;
"International lottery" offers and other sweepstake scams; and
Property tax exemption offers for seniors.

CONSUMER EDUCATION FOR SENIORS AND THEIR FAMILIES
Telemarketing and mail fraud are common means for targeting senior consumers. However, timely information about the latest scams and other crimes that target senior Hoosiers can be a powerful protective weapon. Understanding how scam artists operate will help targets avoid becoming victims.
Perpetrators of telemarketing and mail fraud tend to disappear once they get money, or they'll spend the money before they can be found. The hard reality is that, once ripped off by a con artist, the consumer almost never gets their money back. For this reason, it is very important to educate yourself, your friends and your families about consumer fraud.
Prevention Tips on Common Scams Targeting Seniors:
Telemarketing Fraud
Home Improvement Scams
Charitable Giving and Charities





CONSUMER PROTECTION

Filing a Consumer Complaint

Consumer OAG Intake Mediation
Complaint forms Process and/or
¢ Online Form ¢ |[nternal Review InveStlgatlon
¢ Printable Form e Mediator Assigned e Mediator or
e Cannot take Paralegal will be in
complaint over the contact with you
phone

www.IndianaConsumer.com
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Need written complaint sent in and signed by consumer – cannot take complaints over the phone, but phone staff can help with information about other possible agencies you may need to contact



"D CONSUMER PROTECTION

Consumer Letter to Letter to Consumer
Response to

Complaint Consumer

* A must
have occurred before our
office can investigate.

* |f you have documents to
support your claim, it is
important that you send

of them to us.

Respondent Respondent

Our office will contact you by

You may be referred to 9

The Attorney General cannot
act as your
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Complaint driven process

Every complaint gets assigned a mediator and is reviewed by an attorney

Consumer transaction – disposition of personal property, real property or a service

For purposes that are primarily personal, familial, charitable, household, and agricultural 


DATA PRIVACY — IDENTITY THEFT

-Low tech identity theft
-Lost or Stolen Wallet or ID cards
-Stolen Mail or Trash

‘High tech identity theft
-Data breach at a bank or business
-Using insecure or duplicative passwords
-Spoofed emails with malicious links or
downloads
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Other Low-Tech methods include [2 stories from a Paralegal of real recent cases]:
Person stopped by police giving a name other than their own and claiming to have no ID with them. You can have a record under your name and not even know it. Possibly in another state.

A person going to the Hospital and giving a name and info that is not theirs. One complaint our ID theft unit handled involved a woman who allowed or helped her new husband get medical care using her ex-husband’s insurance information

Call the police. File a complaint with our Office. Obtain and review your credit report. Obtain a credit freeze.  


ng

.f’faug%
—] W“ Nt
ezt O

DATA PRIVACY — IDENTITY THEFT

* Shred personal papers

* Review your credit report

* Request a free credit freeze

* If your identity has been
stolen:

* File a Police Report

* File an Identity Theft
complaint with the OAG

* Provide any other relevant

documents including a police
report
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When filing a complaint with the OAG – include:
Police report and 
Proof of the debt/theft. The bill or charge that was the theft. 
You also should call your bank or credit card company


”“ DATA PRIVACY — CREDIT REPORT

Annual CreditReport.com

The only source for your free credit reports. Authorized by Federal law.

During the COVID-19 pandemic, accessing your credit is important. That's why Equifax, Experian
and TransUnion are continuing to offer free weekly credit reports.

Request your free credit reports
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Used to only be able to request one a year from each of the credit bureaus – now because of COVID, can request weekly



DATA PRIVACY - CREDIT FREEZE

By placing a credit or security freeze on your credit,
you can BLOCK an identity thief from opening a new
account or obtaining credit in your name.

8, )
Bpern Eaurax

www.Experian.com/freeze/center.html

https://www.equifax.com/
personal/credit-report-
services/credit-freeze/

TransUnion@

https://www.transunion.com/credit-freeze
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Unfreeze your credit is easy. 
Keep your PIN in a safe place. 
You can unfreeze it without a PIN, but you will need to verify your identity – bills you pay. 
If you move, unfreeze to change your utilities. Utility companies run credit to determine if you have to pay a deposit and how much it will be. 
To open a new line of credit/loan, will have to lift it
Can still order your credit report when frozen
This doesn’t lower your credit score
This doesn’t freeze existing lines of credit
Minors –at risk from ID theft. However, a minor under age 18 should not have any line of credit yet. 
Request a credit report on the minor or young adult and make sure there is no report with that name and SSN. If there is a report, then examine it closely for fraud. 
If there is a line of credit in a minor’s name or a young adult’s name, then they have credit and should consider placing a credit freeze for security. 

http://www.experian.com/freeze/center.html
https://www.equifax.com/personal/credit-report-services/credit-freeze/
https://www.equifax.com/personal/credit-report-services/credit-freeze/
https://www.equifax.com/personal/credit-report-services/credit-freeze/
https://www.transunion.com/credit-freeze

www.IndianaConsumer.com

www.DoNotCall.gov
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Top telephone complaints in Indiana are for calls about:
Credit services
Auto/Warranty
Phishing scams
Vacation scams
Home security services and systems

Some exceptions to the DNC:
From a volunteer or employee of a charity or newspaper
From a licensed real estate or insurance agent
Concerning a debt/contract, the payment or performance of which has not been completed at the time of the call (e.g. your rx is ready)


 In June 2015, the Federal Communication Commission (FCC) declared that federal law does not prohibit phone carriers from blocking robocalls and robotexts before they reach residential landlines or cell phones. The Attorney General is urging telephone companies that do not currently provide comprehensive call-blocking service to make it available to customers as soon as possible.

All Indiana residents can register their home, and wireless telephone numbers on the state's Do Not Call list at any time. The service is free and easy to use. The list is updated quarterly on the first of each January, April, July, and October.

www.indonotcall.org




DATA PRIVACY — SCAMS

Tax return filed under your SS# by
someone else

IRS scam

Skimming - scammers obtain your credit
card info with special equipment at a gas
pump or elsewhere
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Tax return filed under your SS# by someone else 
Contact the IRS immediately. You may need to complete Form 14039 - Identity Theft Affidavit.
IRS scam – caller impersonates the IRS, and makes threats unless you pay usually with a prepaid gift card or money order
Payments made by gift cards or money orders are suspicious. Do your own investigation to find out if you owe money, and to whom.  Don’t send iTunes gift cards!
Don’t trust emails, including links or attachments in them. Use an internet search or type the website address, don’t use a link in an unsolicited email. If you have any doubt or if an email is out of the ordinary, then call the sender.
Red Flags include spelling errors, logos that don’t look right. Hover or right click over email addresses or links with your cursor and often it will show the actual email address or link address and you can see that it was spoofed. 
Credit cards provide more security than bank/debit or prepaid cards. Use credit cards, especially where thieves could skim or steal your info. Gas pump, etc.
Email document scams – More and more companies are receiving emails from corporate officers or headquarters requesting that W-2 forms be emailed over in a pdf. If you hover over the email address, it should show the actual address and not just the name to be displayed which can be spoofed. Always call to verify that they need these documents and how the documents should be securely sent which may not be by email. 





3 COMMON SCAMS

Signs of a Telemarketing Scam

You’ve been Money Transfer
specially or check-by-
selected phone

Low risk, high
reward
investment

Make up your You trust me,
mind right away right?

Not adequate
time for note
taking

Won’t provide
contract
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Don’t let a telephone solicitor pressure you to make an immediate decision.
Don’t give your credit card, checking account, or social security number to an unknown caller.
Don’t pay for something because you will get a “free gift.”
Avoid wiring money or sending cash. Money orders and personal checks allow you to have a receipt to dispute fraudulent charges.
Always ask for written material about any offer or charity that you do not recognize. Ask about their refund policy.
Check unfamiliar companies with the AG’s consumer protection agency or the Better Business Bureau where the company is located before agreeing to a purchase.
Talk over big investments with a trusted family friend or financial advisor.
Never immediately respond to an offer you don’t thoroughly understand.



Usually required to buy something in
order to get your prize.

Sometimes they ask for credit card

Free or low-cost vacations can end up
costing a lot of money or may never
happen

Often also include a prize to convince
you to pay hundreds of dollars for
something worth a much smaller value
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Prize offers – You usually must do something to get your free prize such as buying something or listening to a presentation.  Sometimes they ask for your credit card number.

Travel packages – Free or low-cost vacations can end up costing a lot of money or may never happen.

Vitamins and other health products – often also include a prize to convince you to pay hundreds of dollars for something worth a much smaller value.
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e Con artists may label phony
charities with names that
sound legitimate

e Likely a “get rich quick”

Investments cheme

e |f you've fallen for another
scam, they will claim to be
able to get your money back

Recovery
Scams
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Investments – People lose millions to “get rich quick” schemes.

Charities – con artists often label phony charities with names that sound like better-known reputable organizations.

Recovery scams – If you fall into any of the above scams, you may get called by someone offering to get your money back, but sometimes they may require a “finders fee.” This means you may have to pay again with no assurance that your money can be recovered.



TEXT SCAMS

. ATT Free Msg: Congrats
to 2 lucky users! Today's
winners of our draw
are: Dean Clark and you,
Tamara! Claim now:

. Your Pro-Tek Photography
order is processing-View
& order more
memories: https://links

. Your Pro-Tek Photography
order is processing-View
& order more
memories: https://links

Saturday, Jun 12 - 9:52 AM

Maria Smith hope you are doing well |
really want to buy your house at 4032
Whitaker Dr. | am one of the top Local
Home Buyers and | always pay cash.

Tuesday, Aug 17 « 11:52 AM

Hello, this is your We Buy Houses
company. Any interest in a cash offer
for your home Maria Smith? We are
targeting 46254 and provide cash in
14 days.

Thursday « 8:40 PM

Local Home Buyers is definitely still
here and we definitely still want to
help you! Please let us know if you
are still interested in selling 4032
Whitaker Dr.

ATT Free Msg: Congrats to 2
lucky users! Today's winners
of our raffle are: Tim Nelson
and you, Tamara! Claim now:




) COMMON SCAMS

* Who's calling...and why?

 What's the hurry?

* Ifit’s free, why are they asking me to pay?

e Why am | “confirming” my account info — or giving it out?
* Whattimeisit?

* Do | want more calls like this one?

*Advice from the FTC
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Investments – People lose millions to “get rich quick” schemes.

Charities – con artists often label phony charities with names that sound like better-known reputable organizations.

Recovery scams – If you fall into any of the above scams, you may get called by someone offering to get your money back, but sometimes they may require a “finders fee.” This means you may have to pay again with no assurance that your money can be recovered.



COMMON SCAMS - GRANDPARENT SCAM

How scammers succeed

* Impersonate loved
ones convincingly

 They play on your
emotions

* They swear you to
secrecy

* They rush you
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It’s surprisingly easy for a scam artist to impersonate someone. Social networking sites make it easier than ever to sleuth out personal and family information. Scammers also could hack into the e-mail account of someone you know. To make their story seem legitimate, they may involve another crook who claims to be an authority figure, like a lawyer or police officer.

Scammers are banking on your love and concern to outweigh your skepticism. In one version of this scam, con artists impersonate grandchildren in distress to trick concerned grandparents into sending money. Sometimes, this is called a “Grandparent Scam.”

Con artists may insist that you keep their request for money confidential – to keep you from checking out their story and identifying them as imposters. Victims of this scam often don’t realize they’ve been tricked until days later, when they speak to their actual family member or friend who knows nothing about the “emergency.” By then, the money they sent can't be recovered.

Scammers pressure people sending gift cards or into wiring money because it’s like sending cash – once it’s gone, you can’t trace it or get it back. Imposters encourage using money transfer services so they can get your money before you realize you’ve been scammed.
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Slow down, and verify

Resist the urge to act immediately, no matter how
dramatic the story is.
Verify the person’s identity by asking questions that a

strange
Callap
friend t
Check t

r couldn’t possibly answer.
none number for your family member or
nat you know to be genuine.

ne story out with someone else in your family

or circle of friends, even if you’ve been told to keep it
a secret.
Don’t wire money — or give gift card codes over the

phone.
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Scammers only succeed if you don’t stop to think about what they are asking.  If you do, the story often falls apart
Questions for your loved ones don’t have to be a “secret code.”  Can be as simple as something like “what kind of car do you have?” or “what is the name of your school?”
Scammers will try to deflect questions. Insist on an answer or hang up.
�

https://www.consumer.ftc.gov/articles/0090-using-money-transfer-services

" Remember if it sounds too
|good to be true, it probably is.

<5 WK
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NEVER PAY TO ENTER A SWEEPSTAKES. Legitimate sweepstakes promoters do not require you to pay or buy something in order to enter.��Realize that buying a product will not improve your chances of winning.��Read the fine print. If you think the large print says you’ve won, the fine print probably tells you that you haven’t. If you’re guaranteed to win a cash award or other prize, it’s also guaranteed that there are strings attached.�
If the solicitation arrives by bulk mail, you probably haven’t won a big prize. Bulk mailings only guarantee that thousands of people are receiving the same mail piece you received.��If the solicitation resembles a government document or is “urgent,” throw it away. The government is not in the direct mail sweepstakes business, and “urgent” mailings are designed to make you think they are more important than they really are.��Entering sweepstakes in a public place guarantees you will receive more sweepstakes solicitations in the mail. The personal information you provide on entry forms in malls, places of business, flea markets, etc. is often sold to third parties for placement on sweepstakes mailing lists.

Who’s calling…and why?

What’s the hurry?

If it’s free, why are they asking me to pay?

Why am I “confirming” my account info – or giving it out?

What time is it?

Do I want more calls like this one?
��


QUESTIONS?

Paula Copenhaver

Director of External Affairs

Office of Attorney General Todd Rokita
302 W. West Washington Street
Indianapolis, IN 46204
Paula.Copenhaver@atg.in.gov
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